Name:________________________________

Class Exam – Networking Essentials.

Total time for the exam – 90 minutes.

The stars by the end of each question represent the question’s rate.

Good luck.

I – Windows 2000 Active Directory Services (15 Points).

1. What are the features and benefits of Windows 2000 Domain (Choose all that apply)? *****

A. Can be implemented on every network infrastructure.

B. Supports Scalability.

C. Offers a single Logon Process over a single User Name.

D. Offers a unique and independent Name Space.

E. Offers Delegation of Authority over Organizational Units.

F. Perfect network security system.

2. What will be the reasons for using more than one Domain in your organization (Choose two)? *****

A. The organization has a rapid growth.

B. A new department with unique Security policy requirements is about to be open.

C. A new department with unique Account policy requirements is about to be open.

D. The network suffers too much downtime.

E. A new department requires independent management of its security access.

3. What will be the reason for creating additional Tree instead of sub-domain in your organization? *****

A. A new devision in your organization requires a unique Name Space for Internet presence.

B. Your Domain is about to reach its capacity for objects.

C. You need to delegate authority to a very large unit in your organization.

D. You just bought a new firm.

II – System & Resource Security (14 Points).

1. What are the features and benefits of NTFS (Choose all that apply)? *****

A. Offers file and folder security.

B. Offers security over shared resources only.

C. Offers large partition support (up to 32 Tera bytes).

D. Can be implemented on every network operating system.

E. Offers tight security mechanism on network protocols.

F. Offers file and folder level Encryption.

G. Offers disk space allocation for users (Disk Quotas).

H. Offers Compression over files and folders.

2. User rights are: ****

A. The way a user can gain access to resources over the network.

B. The way a user can gain access to resources on the local computer.

C. The way a user can gain access to the Domain Controller over the network.

D. The way a user can gain access to the operating system.

3. A user named Mark in a domain named Contoso.msft needs access to a shared resource named SalesData on a domain named Sales.Contoso.msft. Both domains are in native mode. A Domain Local group named DL_SDATA resists in the Sales.Contoso.msft domain and Mark is a member of a Global Group named G_CMANAGERS in the Contoso.msft domain. As an administrator of the Contoso.msft domain, what should you do to give Mark the access to the shared resource? *****

A. Create a Local group in the Sales.Contoso.msft domain and add Mark to that group. Grant the Local group the necessary permissions for the shared resource.

B. Create a Domain Local group in the Contoso.msft domain and grant it the necessary permissions for the shared resource. Add G_CMANAGERS to that group.

C. Create a Universal group in the Contoso.msft domain and add G_CMANAGERS to that group. Add the Universal group to DL_SDATA and grant DL_SDATA the necessary permission on the shared resource.

D. Create a Universal group in the Sales.Contoso.msft domain and add G_CMANAGERS to that group. Add the Universal group to DL_SDATA and grant the Universal group the necessary permission on the shared resource.

E. Create a Global group in the Contoso.msft domain and add G_CMANAGERS to that group. Add the Global group to DL_SDATA and grant DL_SDATA the necessary permission on the shared resource.

III – Network Protocols (22 Points).

1. A routed protocol is: ****

A. Any Industry Standard Open protocol.

B. A protocol that can reach network devices on remote segments over Routers.

C. Any NetBIOS Standard protocol.

D. A protocol that can reach network devices on the Local segment.

2. Which of the following are routed protocols (Choose all that apply)? ****

A. NetBEUI.

B. AppleTalk.

C. IPX/SPX

D. DLC.

E. TCP/IP.

3. Which of the following protocols is used for Multicasting? ****

A. ICMP.

B. SMTP.

C. TCP/IP.

D. IGMP.

4. Which of the following protocols can be used for VPN tunnel connections (Choose two)? *****

A. PPP.

B. L2TP.

C. TCP/IP.

D. SLIP.

E. PPTP.

5. Windows 2000 is the only operating system that can implement L2TP connections. Select the BEST reason to do so. *****

A. L2TP is the best solution for Dial-up access.

B. L2TP has a built-in security mechanism for VPN-Connections.

C. L2TP along with the IPSEC protocol gives the most reliable, secure VPN connections and Packet size is minimized.

D. L2TP creates a secure tunnel for communication between remote computers.

E. With L2TP you don’t have to pay for long distance calls when connecting to remote networks.

IV – TCP/IP (22 Points).

1. PC1 wants to send TCP/IP packets to PC2 over the local segment. Which of the following steps is the correct ARP procedure? *****

A. First, the ARP cache on PC1 is checked for PC2’s IP number and MAC address. If not exists, PC1 sends ARP broadcast. PC2 places a record for PC1’s IP address and MAC address in its ARP cache. PC2 sends its MAC address back to PC1.

B. First, the ARP cache on PC1 is checked for PC2’s IP number and MAC address. If exists, PC1 sends ARP broadcast. PC2 places a record for PC1’s IP address and MAC address in its ARP cache. PC2 sends its MAC address back to PC1.

C. First, PC1 sends ARP broadcast, then PC2 places a record for PC1’s IP address and MAC address in its ARP cache. PC2 sends its MAC address back to PC1.

D. The ARP cache on PC1 is checked for PC2’s IP number and MAC address. If not exists, PC2 sends its MAC address back to PC1.

2. Which of the following command-line utilities replies with the local computer’s network configurations? ****

A. PING 127.0.0.1.

B. WINIPCFG.

C. NET SEND.

D. IPCONFIG /ALL.

3. Which of the following is valid NetBIOS name? ****

A. PCBANK1000KDH.

B. PCBANK1000@KDHCOM.

C. Pcbank1000.kdh.com.

D. Pcbank1000@kdh.com.

4. You need to resolve Hostnames locally in your computer. Which file will you use? ****

A. DNS.

B. HOSTS.

C. WINS.

D. LMHOSTS.

5. You have a mixed network of 2700 computers includes Windows 98 computers, Windows NT Workstation computers and Windows 2000 Professional computers. Which methods should you use in your network for Name Resolution (Choose two)? *****

A. HOSTS File.

B. DNS service.

C. LMHOSTS File.

D. WINS service.

V - Subnets and IP addressing (16 Points).

1. Two IP packets reaches a router configured as follows:
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Target Network Subnet Mask Interface
192.168.1.0 255.255.255.0 192.168.1.1
192.168.2.0 255.255.255.0 192.168.2.1
192.168.3.0 255.255.255.0 192.168.3.1

Default Gateway: 192.168.1.1





Packet1 is targeted to IP address: 192.168.1.133 - SubnetMask: 255.255.255.0

Packet2 is targeted to IP address: 192.168.2.133 - SubnetMask: 255.255.0.0

To which network interface card (Leg) on the router the packets will be delivered? ****

A. Packet1 will be delivered to interface 192.168.1.1. Packet2 will be delivered to interface 192.168.2.1.

B. Packet1 will be delivered to interface 192.168.1.1. Packet2 will be delivered to interface 192.168.1.2.

C. Packet1 will be delivered to interface 192.168.2.1. Packet2 will be delivered to interface 192.168.1.1.

D. Both packets will be delivered to interface 192.168.1.1.

2. Which Class type represents the IP address – 178.81.216.63? ****

A. Class A.

B. Class B.

C. Class C.

D. Class D.

E. Class E.

3. Which of the following represents the IP address – 127.0.0.1? ****

A. The localhost address on the local computer.

B. The IP in IP address should be use in Multicasting.

C. The internal address for Name Resolution.

D. The TCP/IP’s files address for self check (Loopback).

4. Which of the following addresses represents the APIPA service? ****

A. IP – 192.168.78.16, SubnetMask – 255.255.255.0.

B. IP – 194.254.78.16, SubnetMask – 255.255.0.0

C. IP – 194.254.78.16, SubnetMask – 255.255.255.0

D. IP – 192.168.78.16, SubnetMask – 255.255.0.0.

VI – Subnetting (11 Points).

Your routed network consists of four IP subnets with the SubnetMask of 255.255.255.0.

The network’s IP addresses are:

Network1 - 192.168.1.0.

Network2 - 192.168.2.0.

Network3 - 192.168.3.0.

Network4 - 192.168.4.0.

Network4 is under your responsibility and you wish to divide it into 4 new subnets. Each subnet will host 60 computers. Which of the following is the right SubnetMask for your new network and what are the IP scopes for the computers on each new subnet?

A. SubnetMask = 255.255.255.128.

Scope1=192.168.4.1-60.

Scope2=192.168.4.62-121.

Scope3=192.168.4.123-182.

Scope4=192.168.4.184-245.

B. SubnetMask = 255.255.255.192.

Scope1=192.168.1-60.

Scope2=192.168.2.62-121.

Scope3=192.168.3.123-182.

Scope4=192.168.4.184-245.

C. SubnetMask = 255.255.255.240.

Scope1=192.168.4.1-60.

Scope2=192.168.4.65-124.

Scope3=192.168.4.129-188.

Scope4=192.168.4.193-252.

D. SubnetMask = 255.255.255.192.

Scope1=192.168.4.1-60.

Scope2=192.168.4.65-124.

Scope3=192.168.4.129-188.

Scope4=192.168.4.193-252.

E. SubnetMask = 255.255.255.224.

Scope1=192.168.1.1-60.

Scope2=192.168.2.65-124.

Scope3=192.168.3.129-188.

Scope4=192.168.4.193-252.
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